
Fraud
Detection
Tool Kit

Issue date: 01-07-2019



Contents

2  Introduction

3  Identity verification

5  Preventing identity fraud

6  Employment & financial verification

8  Identifying income fraud

9  Resources

10  Verification checks

11  What shoud be on a payslip? 

12  Reviewing bank statements

13  Living expenses and debt

14  Repercussions for brokers



Fraud is a major concern for everyone in 
Australia’s financial services industry, but 
particularly for lenders and brokers.

You only need to have a look through ASIC’s media 
releases to know that loan scams and fraud are realities 
that every broker faces and must be prepared for. The 
industry needs to accept its role in combating this 
growing trend, and brokers are at the forefront of this 
battle.

• Identify and verify the customers you’re dealing with 
and what they tell you about themselves.

• Collect the relevant documentation to support your 
enquiries.

• Verify the documents you’ve obtained. 
• Ask yourself: Is it true? How do I know it’s true? 

How do I prove it’s true?
• Listen to your intuition – does it make sense and 

sound right? Upscale your enquiries.
• Make notes of the conversations you have  with 

customers and parties related to the transaction.
• Be able to ‘know and show’ - ensure you hold the 

right documentation in your customer file.
• Be a professional sceptic!

This Fraud Detection Toolkit provides you with tips 
and resources to help you improve your enquiry and 
verification processes to protect yourself and your 
business. 
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Brokers are the first line of defence in identifying fraud and need to be on 
guard. Your role is to ensure the information declared on a customer’s loan 
application reflects their actual circumstances. 



Identity fraud is a type of fraud that involves the theft of personal 
information, including name, date of birth, address and other details. 
Fraudsters then use this information, for example to open bank accounts 
and apply for credit.

Know Your Customer (KYC) - your first line of defence
The Anti-Money Laundering/Counter-Terrorism Financing Act (AML/CTF Act) 
requires the identity of the customer to be verified. Lenders outsource this 
requirement to brokers.
The KYC process assists in identifying serious issues like identity theft and helps 
you protect your business from fraud.

What documents are required?
For every loan application, the lender requires brokers to obtain photographic 
identification to meet their AML/CTF and Verification of Identify (VOI) obligations.

Minimum Identification Documents
At least one Item from Part A, OR 
At least one Item from Part B + one from Part C (refer below):
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Identity 
verification
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You must take extra care to ensure that supporting documents have not been amended or doctored in any 
way. When relying on photocopies or scanned images, make sure you take the necessary steps to ensure 
that these documents have been appropriately certified to meet the lender’s requirements and to satisfy your 
responsible lending obligations.



Document types:
Part A: Primary Photographic
• Driver’s license – current 
• Australian passport – current or expired within the last two years
• Adult proof of age card issued by an Australian State/Territory
• Foreign passport or similar travel document – current 

 
Example: Front copy / Back copy

Part B: Primary Non-Photographic
• Driver licence – current (without photograph)
• Birth certificate/extract
• Citizenship certificate
• Centrelink/DVA pension card – current

Part C: Secondary
• Medicare card – current
• Credit/Debit card – current 
• Financial institution records issued within the last three months (e.g. bank 

statement, passbook, term deposit certificate)
• Tertiary education identity card – current with photo
• Government issued identity card – current with photo
• Australian Taxation Office notice issued within the last 12 months (e.g. No-

tice of Assessment)
• Australian government entity or utilities provider within the last three months 

recording the provision of services to residential address (e.g. rates notice, 
gas, electricity, phone).

Identify fraud - red flags
• Applicants’ names differing between documents
• Anomalies with dates of birth and drivers licence numbers
• Information differing between credit reports and documents supplied
• Poor quality documents - inconsistent fonts and spelling errors
• Expired identification documents
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Full name, address and date of birth where shown on identification documents must be in English 
or translated by an authorised translator (NAATI). Unless otherwise indicated, only current (‘in date’) 
identification is acceptable.



Best practice tips
To minimise the risk of identity fraud or theft, always sight original identification 
from the customer where possible. 
Connective recognises there will be circumstances where meeting your customer 
face to face is not feasible. For example:
• a client that works remotely in a mine in outback Australia and therefore 

cannot easily get to a broker or to a branch to be identified.
• a client who is working or travelling overseas.
In these situations, it’s important to put controls in place to mitigate risk. These 
include obtaining certified copies of all identification or using an approved third 
party such as ZipID, ID.me or Australia Post to meet KYC 

Recommendations when you can’t meet your client face to face

1. Conduct a video conference (e.g. Skype, Zoom, GoToMeeting).
2. Consider recording the meeting – ensure the client consents. If the client 
refuses, this may raise a red flag.
3. Obtain certified copies of the client’s identification (if overseas, this can 
be from a notary public or staff at an Australian embassy, high commission 
or consulate). This will need to be provided to you prior to the interview being 
conducted.
4. Ask the customer to hold their ID next to them and check against the 
certified copy provided to you.
5. Obtain certified copies of the client’s bank account statements. 
6. Check with your lender BDM to confirm their AML/CTF requirements.
7. When submitting the application disclose how you conducted your client 
meeting(s).
8. Make detailed notes in your client file about why this type of interview was 
conducted.

Preventing
identity
fraud
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The National Consumer Credit Protection (NCCP) Act requires brokers 
to undertake an assessment and make reasonable inquiries about the 
consumers’ requirements, objectives and their financial situation; and 
take reasonable steps to verify the consumer’s financial situation.

PAYG applicants

 o Latest payslip (two is recommended)
 o Latest three months’ transaction account statements (nominated 

accounts for income crediting and for verifying living expenses)
 o For casual, contract or short-term employment: latest PAYG Summary, 

ATO Notice of Assessment, employment letter and/or tax return.  
(While these documents are not mandatory, they are recommended to ensure you 
have enough information to meet your responsible lending requirements and to 
ensure the information provided by your client aligns.)

Sole Traders  
 o Latest personal tax return
 o Latest ATO Notice of Assessment
 o ASIC ABN search – copy saved on client file

Employment 
& financial
verification

As part of your verification, you should obtain the following income 
documentation based on the nature of each client’s employment.
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Partnerships
 o Latest personal tax return
 o Latest partnership tax return 
 o Latest ATO Notice of Assessments
 o Latest financial statements
 o ASIC ABN search – copy saved on client file 

Trusts
 o Latest personal tax return (for relevant beneficiaries)
 o Latest trust tax return 
 o Latest ATO Notices of Assessments
 o Latest financial statements
 o ASIC ABN search – copy saved on client file  

Company 
 o Latest personal tax return (for relevant directors)
 o Latest company tax return
 o Latest ATO Notices of Assessment (company and individuals)
 o Latest financial statements
 o ASIC ABN search – copy saved on file

 
The documents listed below are mandatory for Connective credit 
representatives and we recommend representatives of other licensees 
obtain one of the following additional income documents when using 
self-employed income regardless of the entity type.

 o ATO Tax Agent Portal – last 12 months statements, or
 o Business Activity Statements – last 12 months, or
 o Second year’s tax return and financial statements. 
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Identify fraud - red flags 
 
The red flags listed below do not automatically assume there is 
fraudulent activity, rather they represent an opportunity to increase 
your enquiries to ensure to have undertaken a thorough review of the 
information provided:
• Unwillingness to provide original documents
• Small unknown employer
• Poor quality documents
• Income high for occupation
• Non-arm’s length relationship with employer or accountant



Best practice tips:
• Always collect income documentation from your client.  In some instances, it is acceptable 

to obtain income documentation from an authorised party associated with the client 
and/or application. For example; a client may authorise for you to obtain their financials 
directly from their Accountant or a copy of the Contract of Sale from the Real Estate 
Agent. Always ensure you have obtained your customer’s consent prior to obtaining their 
information. 

• If possible, have the client download payslips and bank statements from the internet (to 
be retained by you), while you are with them or use an application such as  
bankstatements.com.au  

• Cross reference information between sources (e.g. ATO, bank statements, accountant)
• Review the documents closely and look for anomalies
• If during your review something doesn’t feel quite right you have the option to undertake 

additional verification by completing a verbal employment check.
• Ask for additional documentation from an independent source such as ATO Notice of 

Assessment
• Have a good understanding of the pay associated with your client’s job role, industry and 

tenure will help you to make an assessment about whether they are being truthful about 
the income they receive. For example; a first year graduate having commenced in their 
role as a General Manager of a company, earning $120,000 should raise a red flag. In 
these scenarios, it is your obligation under responsible lending to upscale your enquiries 
and undertake further verification of the information. Average income surveys are available 
on several websites.  
Living in Australia or Australian professions provides average salary information across 
Australian cities and is compiled regularly by analysis of Australian jobs advertised in major 
publications. 

• Keep notes of your enquiries and the verifications you undertook to satisfy yourself that 
the client’s employment and income is genuine

• Carry out independent credit report checks. Credit report checks should be reviewed 
all the way down to the last line. Credit reports are available from a number of sources 
including illion, Experian and Equifax

Identifying 
income fraud
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Customers can provide false information and documentation about income and employment in many 
ways. Some will also make changes to their employment dates, hourly or salaried earnings and job title. 
Don’t just trust what they say – verify!

There may be some situations where your customers may provide you with documentation during 
your face to face meeting. In these circumstances, it is important to keep a trail of the source of the 
documentation. We recommend you ask your customers to email you copies of all documentation.

http://bankstatements.com.au
https://www.illion.com.au/#illion-for-individuals
https://www.creditsavvy.com.au/
https://www.mycreditfile.com.au/


Resources

9

For further resources please click to watch our webinars on fraud. 

Minimising loan fraud risk

It’s time to crack down on loan fraud! Click here

Click here

https://support.connective.com.au/hc/en-us/articles/360001105728-Minimising-Loan-Fraud-Risk
https://support.connective.com.au/hc/en-us/articles/360000818908-It-s-time-to-crack-down-on-loan-fraud
https://support.connective.com.au/hc/en-us/articles/360000818908-It-s-time-to-crack-down-on-loan-fraud
https://support.connective.com.au/hc/en-us/articles/360000818908-It-s-time-to-crack-down-on-loan-fraud
https://support.connective.com.au/hc/en-us/articles/360001105728-Minimising-Loan-Fraud-Risk
https://support.connective.com.au/hc/en-us/articles/360001105728-Minimising-Loan-Fraud-Risk


Employment

• Verify employer’s ABN and business name (abr.business.gov.au)
• Period of employer’s operations versus period employed
• Google Maps/street view of the employer’s address
• Yellow Pages/White Pages search
• Search and review the employer’s website
• Identify the registered domain owner of the website (www.whois.net)

Income

• Identify spelling and mathematical errors on payslips
• Identify loadings, allowances and deductions on payslips – are they regular 

and/or relevant to their occupation (e.g. uniform entitlements)?
• Confirm BSB and account numbers on payslips correspond with bank 

statements
• Generic MYOB or other accounting system payslips should be a red flag 

when the employer is claimed to be large/multinational company
• Inconsistent YTD earnings compared to client’s annual income, leave 

accruals and superannuation contributions
• Sense check taxation and superannuation contributions  

(e.g. www.paycalculator.com.au)
• Establish if the income is consistent with the applicant’s occupation  

(e.g. www.payscale.com/research/AU/Country=Australia/Salary)

Best practice tips
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Verification
checks

http://abr.business.gov.au
http://abr.business.gov.au
http://abr.business.gov.au
http://abr.business.gov.au


 o Employer and employee name
 o Employer’s Australian Business Number (if applicable)
 o Pay period
 o Date of payment
 o Gross and net pay
 o Bank account nominated for net pay
 o If paid an hourly rate:

• the ordinary hourly rate, the number of hours worked at that rate and the 
total dollar amount of pay at that rate

 o Any loadings, allowances, bonuses, incentive-based payments, penalty rates 
or other paid entitlements 

 o Any deductions including:
• the amount and details of each deduction
• the name, or name and number of the fund/account the deduction was 

paid into
 o Any superannuation contributions paid (before and after tax) including:

• o the amount and nature made for the pay period (or the amount of 
contributions that need to be made) including year to date figures

• o the name and/or SPIN of the fund

What should be 
shown on a payslip? 
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Not every payslip will contain all this information. This does not necessarily indicate the payslip is  
non-genuine. However, if you have concerns increase your due diligence and request additional 
information from your customer - request an employment letter on company letterhead or obtain 
authorisation from your customer to conduct an employment check.



Reviewing bank statements
Best practice tips 

It is mandatory for Connective credit representatives to obtain the latest three 
months transactional account statements as part of the process of verifying 
customers’ income and living expenses. We recommend other licensees do the 
same.
Bank statements are often falsified to meet lenders’ credit criteria by hiding 
debts, staging salary credits or presenting a savings position that does not exist.
 
Here are some things to look for when verifying bank statements: 
• Inconsistent fonts and colours
• Irregular line spacing between transactions
• Poor alignment (vertical and horizontal)
• Spelling errors
• Date sequence out of order
• Illegible/poor quality copies
• Account numbers that are different between pages
• Running balances not tallying or carried over from pages
• Transactions regularly made outside the customer’s locality/place of work 

and/or not consistent with declared living expenses
• Repetitive or infrequent transactions
• Only whole dollar value transactions (debits and credits)
• Transactions with unidentifiable sources (e.g. cash only)
• Evidence of liquid paper/white-out marks and other adjustments
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Failing to undertake a thorough assessment of your customers’ living expenses 
is a common cause of loan applications being rejected.
Non-disclosure of existing debts or dependents can adversely affect the 
outcome of a loan application. You may find the lender automatically declines the 
application if they believe the customer or you intentionally withheld information 

Non-disclosure of debts and dependents – red flags
• The customer declares nominal amounts for living expenses
• The customer is unwilling to provide supporting documents (e.g. transaction 

account, loan or credit card statements)
• The customer is vague about their financial and family situation 

Identifying non-disclosure - best practice tips
• Conduct a thorough assessment and have a conversation with your clients 

about their living expenses including any anomalies
• Review transaction accounts, loan and credit card statements
• Obtain tax returns – these will disclose if there is a spouse and/or 

dependent(s) 
• Sight customers’ Medicare cards – these will show any dependents
• Obtain a credit report – make sure you have the customer’s consent

Living expenses
and debts
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The consequences of the discovery of fraud on applications can have a devastating effect on both the 
broker and their business. This can include termination of lender accreditation, suspension and /or 
cancellation of your credit license and in some instance’s termination of your agreement with Connective.

Remember, the devil is in the detail and a close examination of supporting documents may be warranted. 
Brokers are expected to maintain their knowledge of trends and issues impacting their regulatory 
obligations.

Conducting a living expense  
assessments - ebook

Click here

https://support.connective.com.au/hc/en-us/articles/360001105728-Minimising-Loan-Fraud-Risk
https://support.connective.com.au/hc/en-us/articles/360001105728-Minimising-Loan-Fraud-Risk
https://www.connective.com.au/wp-content/uploads/2018/08/Living-Expenses-Ebook.pdf


The NCCP Act requires brokers to conduct enquiries and take reasonable steps 
to verify a consumer’s financial situation.
If a customer’s information cannot be verified, you will be unable to complete a 
preliminary credit assessment and therefore unable to provide credit assistance.
 
Fraud is a criminal offence and may result in:
• Expulsion from the industry
• Being banned from engaging in credit activities
• Cancellation of a credit licence
• Damage to personal brand and reputation
• Loss of livelihood
• Criminal charges

If you suspect fraud:
• Say NO! Fraud has many faces from the more sophisticated organised fraud 
to your average couple not disclosing dependents. Turning away a customer can 
protect you and your business. 
• If you encounter suspicious documents, behaviour or circumstances during 
your dealings with customers contact the Compliance team at  
compliance@connective.com.au

Repercussions
for brokers
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mailto:compliance%40connective.com.au?subject=


1300 65 66 37
connective.com.au

compliance@connective.com.au

Connective Broker Services Pty Ltd ACN 161 731 111 

Credit Representative 437202 is authorised under Australian Credit Licence 389328


